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nowadays system. A security technology that is developed was
biometric application, particularly fingerprint. Fingerprint-
based security became a reliable enough system because of its
accuracy level, safe, secure, and comfortable to be used as
housing security system identification. This research aimed to
develop a security system based on fingerprint biometric taken
from previous researches by optimizing and upgrading the
previous weaknesses. This security system could be a solution
to a robbery that used Arduino UNO Atmega328P CH340 R3
Board Micro USB port. The inputs were fingerprint sensor, 4x5
keypad, and magnetic sensor, whereas the outputs were 12 V
solenoid, 16x2 LCD, GSM SIM800L module, LED, and
buzzer. The advantage of this security system was its ability to
give a danger sign in the form of noise when the system
detected the wrong fingerprint or when it detects a forced
opening. The system would call the homeowner then. Other
than that, this system notified the homeowner of all of the
activities through SMS so that it can be used as a long-distance
observation. This system was completed with a push button to
open the door from the inside. The maximum fingerprints that
could be stored were four users and one admin. The admin’s
job was to add/delete fingerprints, replace the home owner’s
phone number, and change the system’s PIN. The results
showed that the fingerprint sensor read the prints in a relatively
fast time of 1.136 seconds. The average duration that was
needed to send an SMS was 69 seconds while through call was
3.2 seconds.
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1. Introduction

Globalisation era brings a rapid development in technology. The human need for speed and easiness pushed
them to innovate, such as in the security field. Initially, the security system was conducted manually and
impractical compared to nowadays system. Examples of manual security systems were key and padlock; then,
with the change of time, it changed into modern systems such as PIN and password. This occurrence proves that
the security system experienced a fast development [1]-[6]. A security technology that is developed was biometric
application, particularly fingerprint. Biometric system is a self-identification system using body parts or human
behaviour. Biometric has the advantages of challenging to forget, difficult to lose, cannot be used at the same time,
and hard to duplicate. These advantages cause biometric to be used in automatic self-identification and verification
[71-[12]. There are six general biometrics: fingerprint, iris, face, voice, hand geometry, and signature. The
utilisation of biometric is wide, particularly in the areas that require more safety.

Generally, the biometric application is grouped into (1) commercial application, (2) governmental application,
and (3) forensic application. Some examples for commercial applications are computer login process (standalone
or network), electronic data security system, attendance system, eCommerce, e-banking, internet access, ATM,
credit card, access control to the physical facility, cellphone, PDA, medical record, long-distance education, and
others. In government application, the examples are ID making, driver’s license making, border surveillance,
passport making, and others. Meanwhile, the forensic application’s examples are criminal investigation, corpse
identification, terrorist identification, and determining family relations (DNA). The most used biometric is
fingerprint. A fingerprint is a skin that thickens and thins forming a "mountain" on the palm of a finger that forms
a pattern [13]-[19]. The fingerprint will not disappear until one dies and rots. Scratches or wounds usually would
form the same pattern during skin replacement; however, fingerprint can get damaged due to severe burns.
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Fingerprint becomes the most used biometric due to its high accuracy and easy to be applied. The characteristics
of a fingerprint are (1) perennial nature, (2) immutability, and (3) individuality. Perennial nature or scratches on
fingerprints attached to human skin for life. Immutability is the unchanged fingerprint, unless due to severe
accident. Meanwhile, individuality means that each fingerprint is unique, and each person has different fingerprint.
Fingerprint-based security became a reliable enough system because of its accuracy level, safe, secure, and
comfortable to be used as housing security system identification. Therefore, applying this into a security system
could be a useful breakthrough for the community.

This research aimed to develop a security system based on fingerprint biometric taken from previous
researches by optimising and upgrading the previous weaknesses. The upgrade was such as the usage of 4x5
keypad to facilitate utilisation and a shortcut for orders. Besides, this system could give a danger sign in the form
of noise when the system detects the wrong fingerprint or when it detects a forced opening. The system would call
the homeowner then. Other than that, this system notified the homeowner all of the activities through SMS so that
it can be used as a long-distance observation.

2. Method

System requirement analysis defined the specific system requirements such as (1) determining the device’s
body, (2) determining the features, (3) maximum fingerprints for effectivity, (4) fingerprint enrolment process, and
(5) fingerprint verification process [14], [16], [20]-[23]. The device was designed in a square shape to make it
easier to be put in a horizontal surface. The sensor and actuator were connected to the Arduino Uno board and
used jumper cable in the required length.
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Fig. 1. 2D Device Model

Fig. 2. 3D Device Model

Software design explained how the overall system works through PIN initialisation process, new fingerprint
enrolment process, and overall performance process. PIN initialisation process with 4x5 keypad input followed the
below flowchart. This process was aimed at the administrator. This process first required PIN input, and to prevent
the PIN insertion error, the administrator should enter the PIN once more. After verification, the next step was on
the LCD to display the ‘PIN verified” text. If the PIN were different from the initial one, the process would be
back to the beginning: entering the initial PIN. Backup security works if there is a forced entry that bypassing the
fingerprint scanning process — this backup security utilised magnetic sensor. If the sensor identified no scanning
process and idle solenoid but the door was opened (active magnetic sensor), the buzzer would go off, and GSM
SIM800L module would call the homeowner. With this backup security, the homeowner would know if there is a
forced entry. The push-button works to open the door from the inside. Both user and administrator could use this
feature. When the solenoid is inactive, and the door is closed, they only need to push the button then the solenoid
will become active and open the door for 5 seconds. After 5 seconds, the solenoid will be back to its original
position.
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The administrator could only do this process. The first step was entering the set PIN, then scanning the
fingerprint. However, a mistake in PIN insertion for five times would result in the GSM SIM800L module to call
the homeowner and admin could not use the device for 600 seconds. After fingerprints were saved, they would be
saved into a new user in the database. If not, the scanning process was repeated. This is the overall process. The
first process was PIN initialisation then fingerprint scanning. PIN initialisation automatically activating the backup
security. The next step was the fingerprint scanning process. The sensor would read the fingerprint, then moved to
the next step. When the sensor was unable to read the fingerprint, the scanning process would be repeated. Then,
the fingerprint would be compared with the data in the database. If identified, then moved to the next step. If not,
then back to the fingerprint scanning. After five mistakes in scanning, the SIM80OL module would call the
homeowner, and the device was unable to be used for 600 seconds. However, after, it still can be used to scan the
fingerprints. The identified fingerprint would result in the ‘fingerprint identified’ text on the LCD. Then, the
SIM8S0OOL module would notify the homeowner and activating the solenoid to open the house. After all, the
process was finished; it would loop again and inactivated the solenoid and close the door.

3. Result

This stage describes the obtained data from the fingerprint sensor test. This stage also analysed and calculated
the error percentage from the reading data. The results are shown in the table below.

TABLE | FINGERPRINT READING TEST RESULTS

No Scanned User address Test (s Average
: Finger (ID) 1 2 3 4 5 (s)
1. 1IN 1 1.2 (13 (13|1.1]1.3 1.24
2. IJIR 6 1 14113]13]12 1.24
3. TN 2 12 (1415|1213 1.32
4. TR 7 14 (12 (1.1]13]0.8 1.16
5. HN 3 1.2 13 (13|1.1]1.3 1.24
6. HR 8 1.1 (1.1 |(12|12]09 1.1
7. MN 4 14119 (22|13]|1.5 1.66
8. MR 9 09 | 1214|1309 1.14
9. KN 5 13(15(17|15]|1.5 1.5
10. KR 10 1.5 (1315|2118 1.64
Total average (s) 1.324

This test’s goal was to find the accuracy of the reading and the duration needed for the sensor in reading the
enrolled fingerprints. From the obtained data, all prints were able to be read, and the fastest average duration to
read a fingerprint was 1.1 seconds in the left middle finger. The most extended average duration to read a
fingerprint was 1.66 seconds in the right ring finger. From the total ten samples, the total average duration was
1.324 seconds. Alternatively, in other words, the sensor could read a fingerprint in an accurate and fast way of 1
second. In this test, the active sensor had 0 V voltage, and inactive sensor had close to 5 V voltage. The tested
distance was started from 0 cm up to infinity. Infinity distance is a distance where the magnet is not in a close
distance with the switch. The results showed that the magnetic sensor worked from a distance of 0-0.7 cm. Above
0.8 cm, the sensor was unable to work. This occurrence proved that the sensor worked following the database.
This magnetic sensor was Normally Open type, meaning that when the magnet clings, the switch closes and vice
versa. The distance followed the datasheet with the activated gap below 8 mm (0.8 cm).
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TABLE 4 MAGNETIC SENSOR TEST RESULTS

No Distance | Voltage Magnetic Sensor
) (cm) (\)) Condition
1. 0 0 ON
2. 0.1 0 ON
3. 0.2 0 ON
4. 0.3 0 ON
5. 0.4 0 ON
6. 0.5 0 ON
7. 0.6 0 ON
8. 0.7 0 ON
9. 0.8 4.67 OFF
10. 0.9 4.74 OFF
11. 1 4.89 OFF
12. 0 4.90 OFF
TABLE 5 SOLENOID TEST RESULTS
Input .
No. Voltage V?)i)tl:;:l(i) Condition Explanation
Vor | Vou
1. 3.3 OFF Inactive solenoid
2. 08 5 OFF Inactive solenoid
3. ’ 9 OFF Inactive solenoid
4. 12 OFF Inactive solenoid
5. 3.3 OFF Inactive solenoid
6. 49 5 OFF Inactive solenoid
7. ’ 9 ON Active solenoid
8. 12 ON Active solenoid

The solenoid test used random solenoid voltage (V) such as 3.3 V, 5V, 9 V, and 2 V. the input voltage
was LOW voltage (Vo) and HIGH (Voy) microcontroller. The 0.8 V voltage was a LOW microcontroller
while 4.2 V was a HIGH microcontroller. The input voltage was limited until 5V because it was the highest
voltage from the microcontroller. The results showed that at 0.8 V input, the solenoid was inactive which
meant it could not work in LOW voltage, whereas at 4.2 V it worked, as well as 9 V and 12 V input. In other
words, solenoid worked at HIGH voltage input with such as 9 V and 12 V voltages.

TABLE 6 SMS DELIVERY TEST RESULTS

No. | Text Sent Received Text
1. | Pengujian 1 Pengujian 1
2. | Pengujian 2 Pengujian 2
3. | Pengujian 3 Pengujian 3
4. | Pengujian 4 Pengujian 4
5. | Pengujian 5 Pengujian 5

The SMS delivery test, as shown in the above table, the character that was sent followed the desired
coding. For example, the first text sent ‘Pengujian 1’ and the received text was ‘Pengujian 1°. The duration
that was needed in sending the SMS can be observed in Table 5.
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TABLE 7 DURATION TEST RESULTS

. Average
No. | Activity Duration (s) (s)
1 2 13145
1 Deliverin | 120 | 60 | 60 | 60 | 45 69
" | g SMS
2. | Calling 3 3141313 3.2

This test was performed to find whether the GSM module worked to send SMS and call well or not. The
test was conducted by measuring the required duration in texting and calling. The samples were used five
times, and the average duration was found using the below equation:

Total Tests1+2+3+4+5
Total Tests

From the above formulation, the average duration that was needed to deliver the SMS was 69 seconds.
The first test required a longer duration due to initialisation. For calling test, the average duration was 3.2
seconds. From the results, it could be concluded that the GSM module required more extended time to
deliver the SMS compared to call, which required 3.2 seconds on average from all five tests and connected.

Averaga (s) =

TABLE 8 OPENING THE DOOR FROM THE INSIDE TEST RESULTS

Required Active
No. | Activity Duration (s) Solenoid
Duration (s)
1. Test 1 0.40 5
2. Test 2 0.40 5
3. Test 3 0.39 5
4. Test 4 0.38 5
5. Test 5 0.40 5

This test aimed to find the performance of opening the door from the inside. To did that, this device used
the Normally Open type push button. The required duration was less than 0.40 second, or it could be said that
the solenoid instantly active when the button was pushed. Solenoid duration was set in 5 seconds active
before it returned to its original position. This test
concluded that the device worked well to
open the door from the inside.

TABLE 9 OVERALL SYSTEM TEST RESULTS

Sensor Condition GSM
No | PIN | Fingerprint | Magnetic M LCD Buzzer | Door
odule
Sensor Sensor
1 B TC* TA Calling “Blocked system.” ON TP
Delivering
SMS « "
2 B C TA w Opened door OFF TB
Opened
door”
3 S* - TA Calling “Blocked system.” ON TP
4 B TC* A Calling “Forced entry!!!” ON TB**
5 S* - A Calling “Forced Entry!!!” ON TB**
Note:
B = Correct C =Correct A = Active
TB = Opened S =Wrong TC = Incorrect
TA = Inactive TP = Closed
* = Performed 5 times .
*k

= Door opened, inactive solenoid
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Five conditions could occur in the overall tests. However, there should be eight conditions. Because the
system unable to read the correct PIN, there could only five conditions occurred. These conditions can be
observed in the above table. The first condition was the correct PIN but incorrect fingerprint scan for five
times so the magnet sensor became inactive and the system called the registered phone number and the LCD
displayed ‘Blocked system’ text. Then, the system became dormant for 60 seconds, the buzzer went off, and
the door was unable to be opened. The second condition was the correct PIN and fingerprint. The magnet
sensor became inactive and the system delivered a text of ‘Door opened’, LCD displayed ‘Door opened’, the
buzzer did not go off, and the door was opened. The third condition was when the PIN was incorrectly
entered five times, so it could not scan. The magnet sensor was inactive; the system performed a call, and the
LCD displayed ‘Blocked system’. The system was dormant for 10 minutes, the buzzer went off, and the door
was still closed. The fourth condition was correct PIN but incorrectly scanning for five times. The magnet
sensor became active, the system performed a call, LCD displayed ‘Forced entry!!!’, the buzzer went off, and
the door was opened. However, the solenoid was inactive because it was indicated that there was a forced
entry without scanning process. The fifth condition was incorrect PIN for five times, unable to scan,
magnetic sensor became active, the system performed a call, the LCD displayed ‘Forced entry!!!’. The next
step was to conduct the same steps as the fourth condition. In conclusion, the device worked well as
expected.

4. Conclusion

The assembled security system still could be developed from the hardware and the software aspects to
support a better system as required. Several suggestions to be considered among others: (1) Replacing the
solenoid with 5V solenoid to minimise the increase and decrease of voltage, (2) could be added with a
backup battery so that the system could be used during a power outage.
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